Switching-like event-triggered tracking control for UAH/UGV
systems under external disturbance and DoS attacks

Tao Li', Haoran Zhang', Shihao Pan', and Zehui Mao!

'Nanjing University of Aeronautics and Astronautics College of Automation Engineering

April 15, 2023

Abstract

In this paper, by considering the existence of unavailable state, external disturbance, and denial of service (DoS) attacks, an anti-
disturbance trajectory tracking controller is proposed for the air-ground system composed of unmanned autonomous helicopter
(UAH) and unmanned ground vehicle (UGV). Initially, by combining the advantages of conventional event-triggered scheme
(ETS) and memory ETS, a switching-like event-triggered mechanism is put forward, which can cause less data transmissions
without reducing control performance, and effectively restrain the DoS attacks. Secondly, by dividing the DoS attacks into
active intervals and sleep ones, the concept of acknowledgement character technology (ACK) is presented to determine the
suitable type of time intervals. Thirdly, the switching-like dynamic ETS is introduced for the sleep intervals of DoS attacks
while the ETS with fixed triggered-threshold is exploited for the active intervals. Fourthly, based on the occurrence of the
DoS attacks, a switching-like observer and a normal one are respectively proposed to estimate the UGV state, the UAH state,
the reference input of the UGV, and the disturbance of the UAH, which are utilized to design the anti-disturbance tracking
controller. Fifthly, an augmented closed-loop system consisting of observation errors and tracking error is established and
its stability is analyzed by using Lyapunov stability theory. Then, a sufficient condition on co-designing the parameters of
switching-like ETS, observers, and tracking controller is presented in terms of linear matrix inequalities (LMI). Finally, the

validity and superiority of the proposed control scheme are verified by resorting to simulations and comparisons.
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1 | INTRODUCTION

The UAH is the most common aircraft, and possesses many advantages such as vertical landing, hovering in the air, and in-
place turning". Thus, in recent years, the UAH has stood out among many aircrafts, and been widely utilized in many civil
and military fields including high-altitude patrol, intelligence collection, warship operation, precision agriculture and disaster
monitoring®>, Meanwhile, the UGV also plays an important role in ground transportation, reconnaissance, navigation, and

OAbbreviations: UAH, UGV, denial of service attacks, switching-like event-trigger, trajectory tracking control
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patrolling®. Together with rapid developments of science and technology, the applications of the UAH in national defense and
general aviation have been widely reported. However, due to the increasing requirements, the UAH can no longer complete tasks
independently, and it needs to work with the UGV as air-ground cooperative control to tackle more complex environments. The
UGV provides the track reference and supplies for the UAH, which needs communication network to interact with the UGV.
Then, the core of air-ground cooperative control is trajectory tracking control“~13. In®, the cooperative control for the UAH/UGV
systems was studied with the constraints of the UGV speed, the load power of the UAH, and the communication restrictions
between the UAH and the UGV. Aiming at the different structures of the UAH and the UGV, in'’, a new comprehensive
heterogeneous multi-agent systems dynamics model was established and a distributed fault-tolerant time-varying formation
control method under unknown faults and external disturbances was proposed. In"L, an air-ground cooperative control scheme
for the UAHs and UGV equipped with multiple cameras was designed to complete some visual tracking tasks. The UAH was
used to assist the UGV to achieve accurate positioning'? and the UGV tracking the UAH steady was performed with visual
information"?, However, since the UAH and the UGV need communication network to transmit the data of position and velocity,
these above studies considered the ideal case and ignored some unfavorable factors such as resource limitations, cyber-attacks,
and so on. To name a few, the Ref.# a trajectory control scheme based on hybrid ETS was proposed for UAH/UGV systems
subject to time-delay, external disturbance, and deception attacks. It is worth noting that since DoS attacks prevent data packets
from being transmitted via the network, this kind of cyber-attack would heavily ruin the tracking control performance for the
UAH/UGYV systems, which remains important and challenging.

In recent years, by reducing the number of data transmissions, the ETS has been verified to be effective in solving communi-
cation constraints and received much research attention, which was widely utilized and improved!>~23, For instance, in'l, two
separate static ETSs were designed to trigger sampled signals from sensor to controller and from controller to actuator, respec-
tively. In''®, an ETS with time-delay was presented to handle the static output feedback control of networked control systems
(NCSs). Yet, in>~118, the triggering thresholds are preset constants and cannot reflect real-time control performance. Then, the
adaptive ETS and dynamic ETS were presented, and their thresholds were dynamically adjustable, which could be more efficient
than the ETS with fixed-thresholds. By modeling an outside systems to adjust triggering thresholds, a dynamic ETS in'"® was
presented to design the synchronization controllers for discrete-time complex networks, and in?Y, a dynamic ETS was utilized
from controller to executor to reduce bandwidth usage and executor action frequency. In*l an adaptive ETS was proposed to
tackle the progress of fault detection and the probability of fault occurrence, in which the triggering threshold was adjusted by
the state. It is worth noting that these above ETSs including adaptive and dynamic cases only aimed to how to reduce data trans-
missions as much. Normally, together with less data transmissions, the control performance would be decreased accordingly. In
order to overcome this shortcoming, a new ETS called memory ETS was put forward in“? and it could include multiple histori-
cally transmitted data endowed with different weights. This kind of memory ETS could not only reduce the data transmissions,
but also help to reject disturbance and achieve desirable performance®~2%, which was widely investigated in most recent years.
Especially, in“?, the adaptive triggering thresholds in memory ETS were used to instead of fixed ones to better realize real-time
control performance. In**, a window function was proposed to reasonably assign weight values to recently transmitted data,
and the memory ETS could deal with the continuous system. Similarly, in®>, some adjustable triggered thresholds were added
into the memory ETS to execute security filters. As illustrated in*3, the memory ETS is less effective than the conventional
ones in'>~2l'in reduce data transmissions. Thus, the Ref."'* proposed a hybrid ETS to decrease the number of transmitted data
and achieve ideal control performance, which could combine the advantages of conventional ETS and memory ETS. Yet, as for
network-based control systems, it is required that not only less data transmissions but also cyber-attacks need to be considered.
Then the hybrid ETS in# cannot simultaneously tackle these unfavorable factors in some complicated cases, which motivates
this paper to propose a design of switching-like ETS.

Normally, under the network environments, the cyber-attacks bring great challenges when the ETS and controller are designed
altogether, among which the DoS attacks are most common. Based on%-2/
from being transmitted via the network, resulting in poor performance or even instability. Owing to harmfulness, many effective
techniques have been proposed to tackle the DoS attacks including the event-trigger one. For instance, under event-triggered
control framework, an observer with adjustable gains was constructed to compensate for the aperiodic DoS attacks actively?®.
In??, a switching-like controller with variable gains was proposed to handle DoS attacks and disturbance in NCSs. Based on
designing the ETS, in"%, a resilient dynamic ETS was proposed against two-channel Do$S attacks and transmission delay was
involved. In“Y, by using a discrete-time model to describe the DoS attacks, two static ETSs with different thresholds were
designed to switch the situations where the DoS attacks occur or not. In3Z, a model free adaptive controller was proposed based

, such cyber-attack may prevent the data packets
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on ETS for nonlinear NCSs subjected to sensor failures and DoS attacks. By considering dual-terminal DoS attacks and time-
delays, the switching rate was used to design the ETS to cope with the switching system“?. Meanwhile, as for the tracking
control for UAH/UGYV systems, owing to complex circumstances, on one hand, the UAH is unavoidably affected by the gusts
and its size is sensitive to outside disturbance; on the other hand, owing to that the UGV information needs to be transmitted
to the UAH via communication network, these data may suffer from the cyber-attacks including the DoS attacks. Especially, in
comparison with other cyber-attacks, the DoS attacks are much more difficult to be tackled owing to complex characteristics and
harmfulness. Up to now, few works have investigated the event-triggered trajectory tracking control for the UAH/UGYV systems
under outside disturbance, resource restraint, and DoS attacks, which constitutes the focus of this presented paper.

Motivated by above discussions, by combing the advantages of existent ETSs and characteristics of DoS attacks, a new type
of switching-like ETS is proposed, and an anti-disturbance tracking control scheme is established for the UAH/UGV systems
under outside disturbance. The contributions of this paper are summarized as follows:

1. During modeling the DoS attacks, the ACK concept is initially introduced to determine whether such attack remains in
active interval and sleep one. Then, as for sleep interval, a switching-like ETS with dynamic thresholds is proposed to
jointly realize less data transmissions and ideal control performance, while in active one, an ETS with the fixed threshold
is presented to improve communication efficiency. In comparison with some other ETSs, our event-triggered mechanism
can be more effective in tackling the packet losses by DoS attacks and resource constraint.

2. Based on the tracking control target and occurring intervals of DoS attacks, a switching-like observer in the UAH system
is proposed to estimate the state and reference signal of UGV system, and a normal observer is put forward to obtain the
estimations of the disturbance and state of UAH system. Together with the observations, tracking error, and DoS attacks,
an anti-disturbance switching tracking controller is exploited to derive an augmented closed-loop system.

3. By resorting to Lyapunov stability theory, a sufficient condition is derived to ensure the bounded stability for the derived
closed-loop system. Moreover, by exploiting suitable matrix techniques, a co-design method of checking the triggering
parameters, observer gains, and controller gains is provided in the form of the LMIs, which can be easily tested and applied
to the air-ground tracking control for real UAH/UGYV systems.

The rest of this paper is structured in what follows. In section[2] some preparations for the problem and the establishment of
models are described. SectionE]provides the main results, including the maximum allowable condition for DoS attacks, uniform
ultimate boundedness conditions for augmented closed-loop system, and the methods for designing the controller. In section 4}
two different simulated experiments are given to demonstrate the effectiveness and superiority of the proposed scheme. Finally,
the conclusion is given in Section[5]

Notations: The term R™" is the set of n X m constant matrices, N and N, represent non-negative and positive integers
respectively. I, is the identity matrix of n X n dimensions, and O denotes the zero matrix with appropriate dimensions. Given
a vector x, X is the estimated value of x, xT represents the transposition of x. For a matrix A, AT denotes the transposition of
A, A7 is the inverse of a non-singular matrix A, || A|| represents the Euclidean norm of A, and Amax(A) means the maximum
eigenvalues of A. In addition, He(X) = X + X T and * stands for the symmetric items in one matrix.

2 | PROBLEM FORMULATIONS AND MODELING

The main purpose of air-ground trajectory tracking control can be described as that the UGV generates its own motion path
according to reference signal, and transmits the information to the UAH via communication network, which can make the UAH
tracks the UGV according to received information. In this section, the linear models of the UGV and UAH are presented in
Section 2.1] the switching-like ETS under the DoS attacks is represented in Section [2.2] the state observer and disturbance one
of the UGV and UAH are given in Section [2.3] and the trajectory tracking controller of UAH is shown in Section [2.4]

2.1 | Model descriptions of UAH/UGYV systems

Based on the Refs.?#52, the dynamics of the UAH and UGV systems to be controlled are respectively presented by the following
linear discrete-time equations

x,(k + 1) = A,x,(k) + B,u,(k) + B,r(k),

1
3o (k) = C,x, (), M

UGV system : {
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xp(k+ 1) = Ayx,(k) + Byu,(k) + B,d(k),
yb(k) = Cbxb(k),

where x,,(k) = [x,,(k), x,,(k)]" € R*! and x,(k) = [x,,(k), v, (k), x,,,(k), v, (k)]T € R*! represent the position and velocity
states of the UAH/UGYV system, u, (k) € R*>! and u,(k) € R*! mean the control inputs of the UAH/UGV systems, y, (k) € R?>¥!
and y,(k) € R?! are the measurement outputs of the UAH/UGYV systems, r(k) € R?*! is the given reference input and d(k) €
R“*! means the disturbance. In addition, A, A,, B,, B,,C,,C,, B,, B, are the known matrices with appropriate dimensions.

Remark 1. Since the position information is transmitted from the UGV to the UAH, the UGV system can be regarded as a
planar two-dimensional motion. Even if there is a change in height, it can be reasonably ignored. Similarly, the speed of the UGV
is not considered in this paper. For the UAH system, a new event mechanism proposed in this paper focuses on how to design an
effective ETS to decrease the number of transmitted data and maintain desirable tracking performance as much when the UAH
system is attacked by the DoS attack. Therefore, it can be assumed that the UAH is moving in hovering flight condition, that is,
it does not consider the change of its attitude during the flight in order to clearly illustrate the main research of this paper.

The following assumption is used to describe the reference input r(k) and the disturbance d(k) for the designs of observer
and controller, and the other one is placed on the establishment of the tracking error system.

Assumption 1. The discrete-time equations of the reference input r(k) and the disturbance d (k) satisfy r(k+1) = r(k)+ Ar(k)
and d(k + 1) = d(k) + Ad(k). In addition, there exists a relationship between r(k) and x,(k), i.e., ||[r(k)|| < #n|lx,(k)||, n is
a positive constant. Suppose there exist two positive constants o, 0, such that r(k) and d(k) are norm-bounded, that is to say,
(k)| < oy, lld(k)|| £ 0,. Similarly, there are two positive constants o5, 04 such that Ar(k) and Ad(k) are norm-bounded, that
is to say, [|AF(K)|| < o3, [|Ad(K)]| < o

Assumption 256 0n one hand, the states of UAH/UGV systems one are unmeasurable. On the other hand, for the parameters
in the UAH/UGYV systems, rank(B,) = rank(B,, B;) holds, and there exist the matrices S, H,, H,, H; and H, satisfying
SA,+SB,H, =(A,+ B,H,)S, SB,H; = B, and SB,H, = SB,.

Then, since the UGV state is not measurable, a static output feedback controller is proposed as follows:

u,(k) = K,y,(k). 3

UAH system : { 2

Therefore, the UAH system in (TJ) is rewritten as
{ x,(k+1)=(A,+ B,K,C,)x,(k)+ B,r(k),
Ya(k) = Cpx, (k).

Remark 2. The parameter K, in (3)) needs to meet the restriction that all eigenvalues of the matrix A, + B,K,C, in (4)) are in
the unit circle, such that system (@) can be bounded stable according to Assumption 1.

The framework of the whole air-ground tracking control is schematically described in Fig.[I] From Fig.[T] since the communi-
cate network is involved between the UGV and the UAH, then the UAH needs to estimate the UGV state based on the composite
signal composed of y,(k) and r(k) transmitted by the UGV system. The composite signal is defined as ¢,,(k) = [yj(k), rT()]T.
In order to save communication resource and tackle the random DoS attacks, a switching-like ETS is proposed on the basis of
the advantages of existent ETSs. At the same time, the proposed ETS in the UAH system can reduce the subsequent signal trans-
missions. Based on the signal value obtained at the triggered time, an observer in the UAH system is established to estimate
the state and reference input of the UGV. The UAH state and the interference it receives can be observed without the need of
triggering time signal, so as used to complete the trajectory tracking controller design.

“4)

2.2 | Design of switching-like ETS under DoS attacks

In order to better describe the design idea of the switching-like ETS of this paper, a new vector is designed to represent the
composed signal as follows

m—1
0,(k) = % pio,(k — i) = [7L(k), FT(k)]T, &)

m—1

where p; (i =0, 1,...,m — 1) are the weights that satisfy Z p; =1,and p; € [0, 1].
i=0
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FIGURE 1 The structure of the air-ground tracking control of UAH/UGV systems.

Suppose that the sampling sequence is N} = {0, i, 2h, ..., kh, ... } ,k € N, where A is the sampling period. Based the Refs. 2
and?%, by collecting the sampled information, a switching-like ETS communication scheme is designed as

Memory ETS : min {z > 1, €T ()R E(k) — 8,(K)0" (k)& 0,(k) > 0} ,g(k) <0, ©

t =
“' ] Conventional ETS : min {z > 1,€"(D)Qe(k) — 5,(K)0" (), 0,(k) > o} .g(k) >0,
€

where oy(tk) is the last triggered output, &(k) = 5y(k) - oy(tk), e(k) = oy(k) - gy(tk), €, > 0 and Q, > 0 are the triggering
matrices to be designed. Then, for k € [t;,1,,,), 6,(k) and 6,(k) are triggering threshold parameters which are determined by
the following formula

81(k) = 8, +ay [8,(k — 1) = 8,4 ®)], 6,(k) = &, + oy [6,(k — 1) — §,e%®)], (7

with0 < 6, < 6, < &, = max {51(0), f—} 0<8, <6, <8 =max {52(0), f—} 0<a, <1,0<a < 1,8,k and 6,(k)
is defined by

A ET(k)Q,E(k) A eT(k)Q,e(k)
Sy = ——1——, &)= —""T"——. ®)
TR, 5,(k) 0T ()Q,0,(k)
Besides, the switching-like function g(k) is designed as follows
lost) = ot
g(k) = - B ®

Te = Tt
where f is a given positive constant. Then, by setting N, = {10, T YRS FERN } ,k € N, which is the set of data packets
filtered by (6) that can be transmitted, it is self-evident that N, C V.

Remark 3. As is well known, the conventional ETS can effectively reduce the number of transmitted data, while with less data
transmissions, the ETS would cause certain negative impact on control performance. In order to overcome this shortcoming, an
event mechanism called memory ETS is proposed to achieve the balance between the reduced data and desirable performance.
Yet, the memory ETC is less effective in comparisons with the conventional one. Thus, in this paper, a switching-like ETS
is proposed by combining the advantages of the conventional ETS and memory one. Based on such switching-like ETS, the
memory ETS is responsible for increasing the probability of triggered at the peak and trough when the composite signal changes
slowly, while the conventional one is exploited at the time when the signal changes rapidly to avoid the excessive and unimportant
increasing. Obviously, the key of designing the switching-like ETS is how to choose the switching function g(k). By adjusting
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FIGURE 2 The unknown aperiodic DoS attacks signal.

the value f, it is common that g(k) < 0 needs to be satisfied at the period of slow change of the composite signal o (k), and
when the composite signal changes rapidly, g(k) > 0 holds. It can be checked from (9) that the function g(k) is determined
by the previous trigger instant ¢ (7, — 1) and the current one ¢,(7,), which decides to switch the suitable ETS and reflects the
change rate of ¢,(k).

As shown in Fig.[T] the DoS attacks will prevent the update of data transmissions during the tracking procedure, that is to say,
the data packets triggered by switching-like ETS will be lost, which can be modeled as a piecewise function. By referring to=%,
the occurrence periods of DoS attacks can be shown in Fig. [Z]and further described as follows

1, keD,,
Dik) = { 0, keH, (10)

where the intervals D, = [d,,,d, + h,) and H,, = [d, + h,,, d, ) denote the active interval of the nth DoS attacks and the sleep
one of the nth DoS attacks, respectively, n € N,. It is worth noting that 4, € N represents the duration of the DoS attacks
and d, € N. In addition, when A, = 0, it indicates that a single pulse DoS attack is generated at time d,. Therefore, all attack
intervals make up the period of the whole DoS attack
Iyst= ) D, (an
neN,

The difference from2? is that the duration and frequency of the DoS attacks are not limited, while there exist agreements on its
energy based on the following assumption.

Assumption 3. The maximum number of packets losses induced by the DoS attacks is not greater than M, and M € N.

By setting N 3 = {so, S1580scees Sps e } ,k € N, it denotes the triggered sequence of the successful transmission under the
DosS attacks. It can be checked that N3 € N, C N. In order to clearly describe our switching-like ETS, the following lemma
is introduced to classify the transmission behaviors for successful triggering instances.

Lemma 1.°! There exist two situations between the moments of successful triggered intervals [s,, s, ), k € N. That is, one
is S-interval T without DoS attack, and the other is A-interval Z under DoS attacks

(1) S-interval Z: If [s;, s,41) () Zpos(k) =0, ACK =1,
(2) A-interval I:If s, 5,41 ) () Ipos(k) # 6, ACK = 0.
Based on above discussions, a new ETS is introduced to deal with this problem
i = min {1 > 51T 000 - 5,67 (00,0 > 0 (12)

where (k) = 0,(k) — 0,(s;), €2 is the triggering matrix to be designed, and 6; > 0 denotes the preset triggering threshold.
Remark 4. As described in Fig. [3] the concept of the ACK is presented and it is used to detect whether DoS attacks exist at
the instants of triggered transmission. If ACK = 1, it means k € T and the current triggered instant without the DoS attacks,
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FIGURE 3 The structure of switching-like of ETS under DoS attacks.

then @ is used to trigger according to function g(k), otherwise, is triggered and ACK =0, k € 1. 1t is worth noting that
during the transmission to ETS, the ACK signal may also be lost due to DoS attacks, which is classified as ACK = 0.
To sum up, the switching-like ETS under DoS attacks can be described as follows

Memory ETS : min {t > s €T E(K) — 8,()0" ()2, 0,(k) > 0} . g(k) <0, ACK =1,
€
Sg41 = 4 Conventional ETS : rknelr{} {t > 5, |eT(k)Q,e(k) — 52(k)o;(k)§220y(k) > 0} ,8(k) >0,ACK =1, (13)
Fixed threshold ETS : Ilgli,{ll {t > 5, |eT(k)Qye(k) — 53o§(k)§230y(k) > 0} ,ACK =0,
€l

where (k) = ¢,(k) — o(s;) = [éf (k). ETUOIT, e(k) = o,(k) — o(s;) = [e; (k),€F(k)]". Then, the data triggered by the ETS
in (I3 can be admitted for transmission via communication network, which are utilized to design the observer to estimate the
UGV state and the reference signal.

2.3 | Estimations of the states, disturbance, and reference signal

For the UGV, since the observer is installed in the UAH, it is necessary to use the triggered data to estimate its state x,(k) and
reference r(k), as shown below

Ro(k+1) = (A4, + B,K,C)R,(k) + B,(K) + Ly (K) [,(s0) = $,(0)] .
Pk + 1) = (k) + Ly (k) [r(s,) = F(k)] , (14)
Pak) = C %, (k),

where %,(k) € R¥! represents the observation state of UGV, $, € R?>*! means the observation output of UGV, #(k) € R?*!

indicates the estimation of reference signal r(k). Moreover, L, (k), L,(k) € R¥? are the observer gains and designed as follows
L, keD L,,, keD

L.(k) = 11> n’ L.(k) = 21> n’ 15

10 {le, keH, 2(k) {Lzz, keH,. (15

For the UAH system, since the signals of its state and observer are not affected by the DoS attacks, then its state observer and
disturbance one are designed as follows

Rk + 1) = A%,(k) + Byu,(k) + B,d(k) + Ly [y,(k) — $,(k)] .
d(k +1) = d(k) + Ly [y,(k) = 9,(K)] , (16)
Pp(k) = Cyx,(K),

where X,(k) € R*! means the observation state of UAH system, 9,(k) € R>™! represents the observation output of UAH
system, d(k) € R?*! expresses the estimation of disturbance d(k), L, € R*?, L, € R*> are the observer gains.
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Define the estimation errors as exa(k) = x,(k) — x,(k), exb(k) = x,(k) — %, (k), e,.(k) = r(k) — 7(k), and e, (k) = d (k) — d(k).

m—1 m—1
In addition, &, (k) = Y pie, (k —i)and &.(k) = Y pe,(k —i). By combining , , , , and , the closed-loop
i=0 i=0

system on estimation errors can be summarized in the following cases

(1) When the DoS attacks does not occur, ACK =1,
(1) g(k) <0,

e, (k+1)= (A, + B,K,C)e, (k) + Bye,(k) — L;,C,2, (k) + Ly, (k),
e,k +1) = e,(k) = Lyy&,(k) + Ly, (k) + Ar(k),

e, (k+1) = (4, — L;C)e, (k) + Bye,(k),

eqlk+1) = e,(k) — L,Cye, (k) + Ad(k).

a7

(i) g(k) > 0, at this time, §,(k) = §,(k), F(k) = #(k),

e, (k+1) = (A, + B,K,C, — L;,Ce, (k) + B.e,(k) + Ly¢, (k),
e,k +1) = (I, — Lyy)e,(k) + Loye, (k) + Ar(k),

e, (k+1) = (A, — LyCye, (k) + Bye (k).

eqk +1) = eg(k) — LyCye,, (k) + Ad (k).

(18)

(2) When the DoS attacks occur, ACK = 0,

e, (k+1) = (A, + B,K,C,)e, (k) + B.e,(k) = L;;C,e, (k) + Ly ¢, (k).
e.(k+1)= (I, — Ly)e,(k) + Lye,(k) + Ar(k),

e, (k+1) = (A, — L;Cye, (k) + Bye, (k).

eqlk +1) = ey(k) = LyCye,, (k) + Ad(K).

19)

2.4 | Design of anti-disturbance tracking controller

The goal of this paper is to design the tracking control scheme of the UAH/UGYV systems based on the switching-like ETS against
DoS attacks and external disturbance, which means that the difference between the output of the UAH and the UGV needs to be
bounded, such as y,(k) — y,(k). Because of the different dimensions between them, by assuming C, = C_.S,, if S,x,(k) — x,(k)
is bounded, it can be ensured that y,(k) — y,(k) is also bounded. In this way, by defining the tracking error between the UAH
and UGV as e(k) = S}, x,(k) — x,(k), one can derive

e(k +1) = S, A,x,(k) + S, Byu,(k) + S,B,d(k) — (A, + B,K,C,)x,(k) — B,r(k). (20)

Once again, its observation value é(k) = S,X,(k) — X,(k) can be got by the observations X,(k) and X,(k). Then, it follows
from (T4), and that the tracking controller is designed as follows

(k) = K, é(k) + K, %, (k) + K, #(k) — K,d(k), ACK =1, @1

BT Kaé(k) + Ky &,(k) + K, (k) — K,d(k), ACK = 0.

Now, by taking the case ACK = 1 as an example, the first line of is brought into
e(k+1)=(S,A,+ S,B,K,)x,(k) — (A, + B,K,C)x,(k) + S,B,K,e(k) + S,B,K,e, (k) — S,B.K,e,(k) 22)

+S,B,K,r(k) — B,r(k) — S, B,K,d(k) — S,B,K,e,(k) — S, B,K,S,e,(k) + S, B,d (k).
By denoting the vectors e, (k) = [el (k),el ()], &, (k) = [} (k),e k)], eyy(k) = [ezb(k), el (k)]", and according to
Assumption 2, there must exist matrices K,, K, and K, such that S, 4, + S,B,K, = (A, + B,K,C,)S,, S, B,K, = B, and
B,K, = B,. Then the tracking error (20) can be rewritten as
({a + }_?bKl)e(k) + (l?bKl E, - @K,Ef)ea,(k) + (l?bKdEzT - @K,,E4 - l?bKleE4)ebd(k), ACK =1,
(A, + B,Ky)e(k) + (B,K, E3 — B,K, E])e, (k) + (B,K,E, — B,K,E, — B,K,S,E,)e,;(k), ACK =0,
where A, = A, + B,K,C,, B, = S,B,, E, = [0, ,]T | E, =10, I,]" E3 = [I,, 01344, and E; = [I, 0]y (41,0

a~a (4+w)xw’

e(k+1)= { (23)

T
4x2°
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Then, after the error dynamics of the UAH/UGYV systems are analyzed synthetically, the augmented closed-loop systems (7)),
(18], (19) and @3) in three cases are summarized in what follows

(1) ACK =1,
(@) g(k) <0,
e, (k+1)=A,¢e,(k)—-L,C,é,(k)+ L,&k)+ E Ar(k),
1 ek +1) =_(Abd - Ldebd)ebd(_k) + EzAdEk), i i i (24)
e(k+1)=(A,+ B,K))e(k) + (B,K,E; — BbK,ElT)ea,(k) + (B,,KdE2T — B,K,E, — B,K,S,E e, (k).
(i) g(k)=0,
e, (k+1)=(A, — L,C,)e,k)+ L,ek)+ E Ar(k),
e k+1) =_(Abd - Ldebd)ebd(_k) + EzAdEk), i i i (25)
e(k+1)=(A, + B,K))e(k) + (B, K, E; — BerElT)ear(k) + (BbKdEQT — B,K,E, — B,K,| S, E})ey (k).

(2) ACK =0,
e, (k+1)=(A, — L,C,)e, (k) + L,ek)+ E Ark),

ar —ar

1 ek + 1) = (Ayy = LyyCyple,g(k) + E,Ad k), . i i (26)
e(k +1) = (A, + B,Kye(k) + (B,K,E; — B,K E)e, (k) + (B,K,E] — B,K,E, — B,K,S, E,)e,,(k),

\

where

_ | A, B, _ |4, B, _]c, 0 B L, o
Aar_[o 12]’Abd_[0 Iw]’car_[o 12 ’de_[cbo]’Lar_ 0 L22 ’

- L, O L
L,=|"M Ly=|.1
ar [ 0 L21:|’ bd [L4]

Remark 5. Compared with the Ref.!4, the trajectory tracking control method proposed in this paper utilizes the ACK technol-
ogy to nest a new handover scheme on the periphery of the switching-like ETS for handling the DoS attacks. Moreover, together
with the switching-like ETS, the observers and the controller with switch gains are presented on the basis of the properties of
DoS attacks. These strategies can not only achieve better balance between data transmission volume and control performance,
but also weaken the negative impact caused by the disturbance and DoS attacks.

To get a further deduction, two augmented vectors ¢, (k), @, (k) are defined as follows

@1(k) = [0"(k), el (k), el (k= 1), ..., el (k+1—m),e] (k),e"(k),e"(k), Ar(k), AdT(k)]T,
@y(k) = [0"(k), €] (k), ef,(K), e (k), €T (k), ArT(k), Ad" (k)] "
with o(k) = [xT(k), FT(k)] "
In order to analyze the stability of the augmented closed-loop system and complete the controller design, the following
definition and lemmas are introduced.

Definition 1.°” For a disturbed system, it is described as a discrete-time form x(k + 1) = f(k, x(k), d(k)), if there exist the
scalars A > 0, u > 0, > 0 such that a Lyapunov function V' (x(k)) meets

ullx(R)|* < V(x(k) <ol
and

V(x(k+1)) —V(x(k)) £ 1—1tV(x(k)),

[ 4e
then the solutions of the system are uniformly ultimately bounded with the upper bound : , where € > 0 is an arbitrarily
small scalar.
Lemma 2.%0 The conditions in (a) and (b) are equivalent when two following inequalities are satisfied

(a) There exists a symmetric matrix P > 0 satisfying

< 0.

—P AT
A —p!
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(b) There exist two matrices P > 0 and Y satisfying

- (AT
[YA He(—Y)+P] <0.

Lemma 3.%® Given the suitable matrices O, P(k), and Q with P(k) satisfying PT(k)P(k) < I, for any scalar ¢ > 0, the
following inequality holds

OP(k)Q + QT P"(k)O" < 600" +67'Q" Q.

3 | MAIN RESULTS

In this section, as for the switching-like ETS (I3)), the relationships between the maximum number of packets losses M under
the DoS attacks and 51, 52, 65 are first given in Theorem 1. Then, as for the ETS in , the gain-switchable observers ,
(T6) and the gain-switchable tracking controller (2I)), a co-design scheme of switching-like ETS is proposed, and the uniform
ultimate boundedness of the system (24)-(26) is performed in Theorem 2. Finally, by solving the nonlinear terms in Theorem 2,
in Theorem 3, a co-design method of checking the triggering parameters, observer gains, and controller gains is established in
terms of the LMIs, which can be easily tested by resorting to the Matlab LMI Toolbox.

Theorem 1. Given the UAH system (1)) and UGV system (2)), the scalar M in Assumption 3 and a positive constrained constant
1, the DoS attacks can be resolved if 6,, 65, and & satisfy

VB3 + 2\ + EM(1+ /6™ < V/5y, /65 +2(\/5)M + EM (1 + /5 < p—‘o 5, 27)

hB,K,C, Ka C, hB,K,C, Ka C,

where & = ||(4, = L] + || and &, = (4, 12)h|| o v
Proof.  When the DoS attacks occur suppose that there are successive M packe tlosses Wlth sp=lyg <l <l < <I; <
- <y <Ipi1 = Si4q under the trigger instances of the third line in @]) Applying the third event-triggered condition yields

Iloy(k) — 0,()Il < /8510, (K)l|, such that

%11 = 1) = X, (0N < /B3l1x,(Ol- (28)
In what follows, a new inequality is introduced as
.1 = DI < N1xUy = h) = x,(ON + Ix, (Nl < /851lx, GOl + 1x, (Nl < (1 + /8)lIx, (Rl (29)
Then, according to the second line of , [, (k)| is magnified to
GOl < 11U = W+ 1,41 = h) = x, GOl < 1% = DI+ V&, lIx,(RII. (30)

As for the reference signal r(k), according to Assumption 1 and the solution of x(k)| k=l0y of and l) it has
||xa(1j+l) - xa(lj+1 - h)“ = II(AH - IZ)xa(lj+l - h) + BaKaCaxa(k) + Brr(1j+l - h)”
< (A, = L)hx, ;4 — DI + || B,AK,Cox ()|l + || B.hr(l;, — )| (31)
< &lix, iy =Ml
Next, by combining and (31), it can be derived as
1% = Xo( 1 = W< &+ /85) xR (32)
For k € [Iy,1),,1), the state error between the seconds k and s, is
”xa(k) - xa(sk)” = ”xa(k) - xa(l())”
M-1 M-1 (33)
S lx (k) = x, ()l + X Nx, Uy = B = x, DN+ X 1x,1) = X,y = DI
j=0 j=0

Among (33), the second term satisfies
M-1 M-1

% llx,(Lj11 = B) = x, ()] < Z llx,(k) = x,(1;11 = W)l + Z llx, (k) = x, ()] <2 z Vo3llx, (Rl (34)
=
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and from (28),(32) and (34), one can obtain that
l1%4(k) = x, (51| < /83 1x, (Il +2 2 V&slixa(oll + z 5(1+\/_>||x ®l
[2<\/_>M+\/_+§2M(1+\/_)M] .Gl

By considering , when no DoS attacks occur and g(k) > 0, such that ||x,(k) — x,(s )|l < \/6?2 [, (k)||, the relationship
between &, and &5 is

(35)

Vo +2(/EM + M1+ /)M < /5. (36)

On the other hand, as for g(k) < 0, the proof process is similar to the above, and the relationship between &, and &, yields

Vo3 +2(/EM + &M (1 + )M < /5. 37

The proof is completed.

In what follows, based on Theorem 1, a stability criterion is established to ensure the bounded stability for the systems
(24)-(26), which can be checked in the follow theorem.

Theorem 2. For some given positive constants 0y, 0, 03, 04, 0s, 81, 85, 83, p; (i = 0, -+ ,m—1) and matrices S,, K,, K;, K,, K,
are obtained by ([Sfl) and Assumption 2, under the switching-like ETS scheme([Y__'J’]), the gain-switchable observer (IY_Z]), ([7_3]), and
the gain-switchable tracking controller (21), the augmented closed-loop error system (24)-(26) is uniformly ultimately bounded
if there exist suitable matrices P, > 0, P, > 0, P, >0, P, > 0, Q, > 0, Q, > 0, Q5 > 0 such that

1—*11 I‘*12 1—*11 l—*12 Fl] r12
r = F22 <0, T, = i ng <0, T5= : ng <0, (38)
2 3
where
M=o, ' =&, 1! = @, 12 = 17,77, 77, 77], 12 = [17, 77,77, 77,
e = 1), T, T . TL], T7? =T3* =T7* = diag(—P,, —P,, — Py, — P,),
with
— (i — (@ = [V
¢ = [q)1]7><7’ ®, = [@2]7x7, ®; = [q)3]7><7’

o' =45CIQC, - E;PE;— E LE!, ®)' =5,C! Q,C,. — E] PE; - E| I, E],
;' = 6;,C) Q,C,, — Ey P E; — E\LLE[, ®}* = diag| (p] — p;) Po. (p; = P}) Po. . (=P,_,) Po.
D2 — q)gz =-P, q>33 q>33 q)33 =-P, <1>44 <I>44 <I>44 =-P, q)?s =-Q,
q)SS — _92’ (I)SS _93’ @66 (I>66 q)g6 _Iz’ (D77 @77 @;7 =7 ,

w

T, = [P1E3Aar,0 0,...,0,0,0,0,0,0],
-
Ty = [0.3Py Ay = PyPyLoyCop =301 PrLiyCop . =PiPmt Pr Ly Cops 0.0, Py L P Ey 0],
Ty = [0,0,0,...,0, P3A,; — P;L,,C,,,0,0,0, P,E,|, T, = [0,T},0,...,0,T;,T;.,0,0,0],
T, = P,B,K,E;— P,B,K E, T} = P,B,K,E, — P,B,K,E, — P,B,K|S,E,, T) = P,A, + P,B,K|,
Ts = [P E;A,,.0,0,0,0,0,0], T, = [0, A, - P,L,C,.,0,0,P,L,., P,E0],
T, = 0,0, PyA,, — P;L,,C,,,0,0,0, P3E2,0] = [0,T].T7,T;.,0,0,0], Ty =T, T{ =Ty,
T33 = T3 Iy =Ts, Ty = [0 PA, - PL,C,.0, 0 PZLar’PZEl’O]’ I, =T,
T, = [0.T},T},.T}.0,0,0|, T\, = P,B,K,E; — P,B,K, E],

T122 = P,B,K,E] — P,B,K,E, — P,B,K,S,E,, T = P,A, + P,B,K,.
Proof. For k € [sy,s;,,), a Lyapunov function V' (k) is constructed as follows
V (k) = xI(k)Px,(k) + &L (k) P2, (k) + e, (k) Pye, (k) + €' (k) Pye(k), (39)
and V (k) satisfies 4, ||(p2(k)||2 <V(k) <Ay ||(p2(k)||2 with two positive scalars 4, and A,.
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Initially, from Assumption 1, one can obtain that
rT(k)r(k) < o%, ArT(k)Ar(k) < og, AdT (k)Ad (k) < oi. (40)
By using the switching-like ETS and for k € [s, 5;4), the following inequalities can be obtained as

e (k)Q E(k) - 6, oi(k)ﬂloy(k) <0,g(k) <0,ACK =1,
" (lk)Qye(k) — 520;(k)920y(k) <0,g(k) > 0,ACK =1, 41
eT(k)Que(k) — 850! (K)Q30,(k) < 0, ACK = 0.

The specific description of the differences of V' (k) yields
AV (k) = 0" (k + DE; P Eso(k + 1) + &} (k + 1) Pyé,, (k + 1) + e, (k + 1) ey (k + 1)
+ €Tk + DPye(k + 1) — 0" (k) ET P, Eyo(k) — &% (k) Py&,,,(k) — €T (k) Pye,y (k) (42)
+ eT(k)Pye(k) — ri(k)r(k) + ri(k)r(k).
Now, by using the systems in (24)-(26) and (@0)-([@1), the difference of AV (k) needs to be estimated in three following cases
Case I: As for ACK = 1, g(k) < 0, and it follows from (24), and that is amplified to
AV (k) < 810" (K)C1Q, C,p0(k) — 0" (k) ES P Eso(k) — " (k)r(k) + { [poeq,(k + 1) + pre,, (k)
oot a4 2= m)| Py [poe(k+ 1)+ preg, (k) + - + pp_yen(k+2 —m)
= [Poear(k) + preg.(k = 1) + -+ + p,,_1e,(k + 1 — m)]TP2 [Po€ar (k) + preg,(k — 1)
+ ot ek + 1 —m)]|} — el (k)Psyey (k) — " (k) Pye(k) — ET(k)Q, £(k)
— AFT()AF(K) — AdT(K)Ad(K) + 0" (k + 1) ET P Eyo(k + 1) + e* (k + 1) Pyeyy(k + 1)
+ eT(k + D Pe(k + 1) + rT(k)r(k) + ArT()Ar(k) + AdT(k)Ad (k)
= @, (k)" (k)®, @, (k) + 0" (k + 1)EJ P Eso(k + 1) + pyel (k + 1) Pye,, (k + 1)
+ ey (k+ D Pyeyy(k + 1)+ e"(k + 1) Pye(k + 1) + 07 + 05 + 0] + 0}
=@ (k) (®, + T/ P7'Ty + T P T, + TY P T, + T PU'T,) @0,(K) + 07 + 03 + 0 + 0
= @] ()Y, @, (k) + 0} + 03 + 0} + 03
Case II: As for ACK = 1, g(k) > 0, by considering (23), and (1), it can be got that
AV (k) < 6,6 (K)CTQ,C,0(k) — 0" (K ET P, Eso(k) — rT(k)r(k) — ¥ (k) Pye,, (k) — eF,(k) Pyeyy (k)
— eT(k) Pye(k) — €T (K)Qe(k) — AFT(k)Ar(k) — AdT(k)Ad (k) + 0" (k + 1) E! P, Eyo(k + 1)
+el (k+1)Pe, (k+ 1)+ e, (k+ 1) Pse, (k+ 1) + e’ (k + D Pye(k + 1) + T (k)r(k)
+ AFT()Ar(k) + AdT(K)Ad (k)
= @, (k)T(k)®,0,(k) + 0" (k + 1)E3TP1E30(k + 1)+ ezr(k + D Pe,,(k+1)
+ e, (k+ 1) Pyeyy(k + 1)+ eT(k + D Pye(k + 1) + 07 + 0] + 0]
= @l (k) (®y + TS P\ Ts + TS P Ty + TS P, + T P T) 0, (K) + 02 + 02 + 02
= qo;(k)‘l’2g02(k) + 0% + og + oi.
Case III: As for ACK = 0, by combining (26), and (@I), it can be deduced that

AV (k) < @y (k)T (k)®30,(k) + 0" (k + 1) ET P Es0(k + 1) + el (k + 1) Pye,, (k + 1)
+ ey, (k+ D) Pyeyy(k + 1)+ eT(k + 1) Pye(k + 1) + 0} + 05 + 0]
= @l (k) (@5 + TQTPI;‘TQ ;r TlTOZPz“Tlo + T P7'T + T P'T),) @y(k) + 0% + 02 + 02
= @, ()¥30,(k) + 0] + 0] + 0},

(43)

(44)

(45)

Now, according to above discussions, by exploiting Lemma 2 and (38)), one can obtain ¥, < 0, ¥, < 0, ¥; < 0. On this
basis, supposing a scalar y such that 0 < y < min {—/Imax(‘l’l), —Amax(P2), =4 (‘1‘3)}, one can derive

max

AV(K) £V (k+1) =V (k) < LV (k) + 0] + 0] + 0 + 03 (46)
. ‘

Then it follows from (6] and Definition 1 that the augmented closed-loop system (24), (25) and (26) is uniformly ultimately

2, 2, 2, 2
A(03+0i+02+0)+ye

bounded. Especially, the upper bound is , where € is an arbitrarily small positive number. It completes the

v
proof.

Remark 6. This paper initially utilizes the ACK concept to identify the occurring intervals of DoS attacks. Then, as for the
sleep intervals of the DoS attacks, the convention ETS and memory one are combined to design the switching-like ETS, which

can achieve a good balance between reduced data transmissions and desirable performance. In (3), as for the coupling terms
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eaTr(k —i)e,.(k — j) (i # j),itis assumed that there exists an upper bound og on these couplings, which is reasonable according
to the definition of e, (k) = [eI (k), eI(k)]T.

From Theorem 2, it can be ezﬂlsily checked that there exist some nonlinear terms such as P,L,,, P;L,,;, P,B,K, and P,B,K,,
and these couplings make the inequalities (38) uneasily tested by using the Matlab LMI Toolbox. Therefore, an easy-to-test
theorem needs to be presented in what follows.

Theorem 3. For some given positive constants 0,, 0y, 03, 0,4, 0s, 6, b5, 83, p; (i = 0, ==, m — 1) and matrices S,, K, K;, K,,
K, K|, K, are obtained by (3) and Assumption 2, under the switching-like ETS scheme (I3), the observer (I4), (I6) with the
observer gains L, = PZ_IXI, Ly, = P3_1X2, L, = P2_1X3 and the tracking controller with controller gain K| = Zl_lJl,
K,=2; 17, the UAH system and the UGV one can realize the desirable tracking control target, if there exist matrices P, > 0,
P,>0,P>0P>08, >0 Q, >0 Q >0, Z,, Z,,J,, J, with appropriate dimensions, and scalars 6, > 0, o, > 0,
o3 > 0 such that the following LMIs satisfy

1

—_
LS}
8]

=11 =12 =13 =11 712 =1 =11 =12 =13
= =37, HE
_ * B2.0 0 _ * 22 0 0 _ * B2 0 0
Sl I crlio <O0.E:=1 g3 g <O.E=| . chlich <0, SO
%« % k% BM x % % BM e
=1 =2 =3
where
E}l — ch’ '—11 CDZ’ '—él @3’ :12 [ST, ST ST ST] '—12 [ST ST ST SgT] ,
B2 = [ST,SITO,SITI,ST , Bl = [0 BTBbJ1E3,0,...,O BTBleSbE4,B B,J,,0,0, 0]T
E* = [0, B} B,J, E;, BbB,,JIS,,E4,B,;fB,,J1,0, 0,0]T g = |0, B} B,J,E;,— B B,J,S,E,. B{ B,J,.0,0, o]
EZ = diag (— P, — Py, —P;,—P, + 0,1,) , 2 = diag (- P, —P,,—P;, P4+0212), o
B =diag (=P, =P, =P, —P; +o31,), B =B = He{ B'B,Z,}, B3 =He{ - B] B,Z,},
E? = H34 Ul U2 = P4Bb - BbZl’ 324 = U3 = P4Bb BbZZ’ ._4 M = _0'112, 34214 = _6212, Eg‘l = _6312,
with

ar>

S, = [P E;4,,.0,0,...,0,0,0,0,0,0],
\,_J

m—1
S, = (0,05 P A, — Py X Coo=Pep1 X\ Copr - s —DgP-1 X1 C,yn 0,0, X1, P E,, 0],
S; = [0,0,0,...,0, P;A,, — X,C,y.0,0,0, E,|, S, =[0,5,,0,...,0,57,5;,0,0,0],
m—1 m—1
S! = B,J\E; — P,B,K,E[, S} = P,B,K,E] — P4B'beE4 - B,J,S,E,, S, = P,A, + B,J,,
Ss = [P E;4,,.0,0,0,0,0,0], S, = [0, B,A,, — X,C,,.0,0,X,, B,E,,0],
S; = [0,0, P3A,, — X,C,y,0,0,0, PE,], Sy = [o, 55,55,53 0,0,0],

Sy =S,, Sg =558, =5, Sg=355, Sy=[0, BA,, — X;C,.0,0, X3, P,E,, 0,
S = 8;8,=10,5},.5},.5;,.0,0,0], S|, = B,J,E; — P4BerE1T,
S, = P,B,K,El — P,B,K,E, - B,J,S,E,, S}, = P,A, + B,J,.

Proof. Initially, these coupling terms in Theorem 2 are denoted as follows

P, L, =X, P,L,,=X,, L, =X,, K, =Z"J,, K, =Z;'J,. (48)
In order to facilitate the following derivation, these inequalities in (38)) can be rewritten as follows
=l 512 '191 1
E =" r? +He{ 9 UV 95 34]} <0,
=l 5127 [ 95 7
=% ] ene{ |5 onte i} <o )
=1 512 1 i 195 1
5= 3 ng_ +He{ o, | Uv; [ 9, &8]} <0,
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where

9, = 0(26+4m+3w)><2’ 9 =1, 9= I(16+4m+2w)’ 9= 0(16+4m+2w)><(12+w)’
I5 = 0(30+3w)><2_’ 96 = I, 9; =1 (20+2w)> ’?8 = 0(20+2w)x(12+w)»
u=U,=PB,-B,Z,U;=PB,— B, Z,,
V, =10, Z7'J,E;.0,...,0,—-Z U, S, E,. Z7'J,,0,0,0],

——

m—1
V,=0.Z7"J,E;. -2, S,E,, Z71J,,0,0,0],
Vy=10,Z;' 1By, -2 1,8, E,. Z;1J,,0,0,0].

Then, according to Lemma 4, there must exist the scalars o, (i = 1,2, 3) such that the following formulas hold

[ 9, ] [ 9, T qT R A
He{ o, | UV |9 84]} <o 9, | [T 97| +0; _193{_ vIuTu v, [95 9,].
He { | % UV, [9; 8] ¢ <oy 85 [97 97| + 07! 8 VIuTu,v, [9; 9. (50)
[ 9 | =72 9| L7 Te 2 _19; 2 72
He ! | UVs |97 9| ¢ <o % [9T 9T + o7 5 VIUTUV; [ 9, 9|
9 373 7 Y8 =3 9 5 Y6 3 19T 3 Y3373 7 Y8]"
| Us | [ U6 | [ Vg |
Combining and (50) with the definition of Schur-complement yields
Ecd [ 9] 9T 9T - [95] VvIutu, v, [ 9; 9 0
s T2 o, [97 93] +07 ot | 71 Vi[85 9] <0,
S 95 | g1 o1 [ 5 vrotu,y, 9, 0, <0 51
« 2T 9 [95 85 ] +0; gr [ "2 %2 V2 [ 97 95] <0, 6D
8! 5%2: :'95: T oT 1 19% TyT
3 ng tosl g [9T 9T ] + o3 ’9? VIUTu v, [ 9; 9] <O,
such that
B! 82 0 B! B2 0 g 8)? 0
* B Vi <0, | * EP v, <0, Che Vv, <0. (52)
« o« —(oT'UTUNT! w ok —(0;'UJU)™! % —(07'UJU,)™!
By employing Lemma 3 and Schur-complement once again, (52) is rewritten as
m, BV, 0 m, BV, 0 M, B,V; 0
SRS PR I S YN I A Y0 (53)
* B U, * B U, O U,
* % —0l, * % —0yl, * % —03l,
Ell 512 Ell EIZ Ell E12 - o - o
where I1;, = ; | M= j 3|, ;= j 3, |- B, =B}B,Z,, B, = B{ B,Z,. Then it follows from ll that

the inequalities in Theorem 2-3 are equivalent, and the pr003f is completed.

Remark 7. Based on Theorems 1-3, the novelties of this work can be summarized in three points. Firstly, by utilizing the ACK
to define whether the DoS attacks occur or not, a switching-like ETS is proposed to reject such cyber-attack and achieve good
balance between less data transmissions and ideal tracking performance. Secondly, by designing the corresponding observers
with switchable gains or constant ones, an anti-disturbance tracking controller is presented based on the estimations of distur-
bance and reference signal, tracking error, and ACK concept, which can compensate for the negative impacts of disturbance and
DoS attacks. Thirdly, a co-design method of checking the observer gains, controller gains, and trigger parameters is established
in the form of the LMIs, which can be easy tested and applied to real UAH/UGV systems.

4 | SIMULATION EXPERIMENT

In this section, a simulated example is presented to verify the effectiveness and advantage of our tracking control scheme on the
basis of two cases.
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Initially, by referring to®* and“>, and setting sampling period 4 = 0.02s, the parameters of UAH/UGV systems in - are
presented as follows

10 0.02 0 0.02 0 10 1000
A”‘[o 1]’3”‘[ 0 0.02]’3"[ 0 o.oz]’ca‘[o 1]’C”‘[0 01 o]’

10020 0 —0.002 0
01 0 0 -02 0

Ap = 0 0 1 0.02 » By =By = 0 0.002
0 0 0 1 0 0.2

Then, the external disturbance is described as

d,(k) = sm(lkOO> +05s1n<];0) +025s1n<k—5> +COS(1kOO) +0500s(1§0> + 0.25cos (];5)
d'(k) = [d,(k) = d(k)].

In virtue of Assumption 2, part parameters of the UGV controller in (3)) and the UAH controller in (Z1)) are calculated as

-5 0 5010 0 O —-10 0O 1 0 1 000
Ka_[ :|,Kb_|: ]9 r_[o 10]’Kd_[01]75b_[0010]

0 -5 0 0 -50 -10
Based on Theorem 1, by setting 51 = 0.0025, 52 = (0.0049, and 6; = 0.0009, the maximum allowable number of packets losses
can be obtained as M = 3 when solving the inequations in (27).
Now, as for the switching-like ETS, we choose these parameters as m = 2, p, = 0.7, p; = 0.3. Then, by solving the LMIs
in Theorem 3, the triggered matrices of the ETS Q,, Q,, s, the observer gains L,,, L,;, L,, L,,, L3, L,, the controller gains
K, K,, and the constants ¢, 6,, 65 are computed out as

[47.4877 0 05824 0 47.0944 0 —04530 O
o - 0 474877 0 05824 o = 0 47.0944 0 —0.4530
17105824 0 426049 0 »T2 7104530 0 38.0911 0 ’
0 05824 0 42.6049 0 -04530 0  38.0911
499534 0 —-0.0787 0
o — 0 499534 0  —0.0787 I 04713 0 _J0.9902 0
371 -0.0787 0 423455 0 > 0 04713 0 0.9902
0 -00787 0  42.3455
I 0.3685 0 _[0.9374 0 _[1.3955 215293 0 0 '
2= 0 0.3685]| 0 09374 - 0 0 13955 21.5293] °
I —18.1056 0 _[-0.1839 0 _[-00024 0
4 0 18.1056 0 -0.1839 0 -0.0024
o, = 0.5707, 6, = 0.4265, o5 = 0.5713.

Meanwhile, by defining the vectors e, (k) = x,,.(k)—x,,(k), e (k) = xby(k) —xay(k), and the total number of samples N, some
performance evaluation functions are put forward to evaluate the tracking control performance between our ETS and existent

ones,
N N N
S, = <1§1 |ex(k)|> /N, S, = (kgl |ey(k)|> /N, S, = (kgl |e (k)| + ﬂey(k)|> /N. (4

Case L. The reference trajectory r(k) = [rxl (k), ry, (k)]" of the UGV system is selected as the following planar ellipse

ry (k) = 500005(k+1 ) 45000s< L )
r, (k) = 500sin ("“ E)—450$1n<E).
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FIGURE 4 Track tracking curves of the UGV and the UAH.
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FIGURE 5 Curve of g(k) and triggered time interval of the switching-like ETS.

TABLE 1 The effects of different § on the switching-like ETS (Case I)

Transmitted packets

Parameter § METS CETS FETS Total A S, Sy
0.6 12 130 6 148  0.5423 0.5338 0.7609
0.7 21 123 6 150  0.5390 0.5281 0.7546
0.8 35 111 12 158 0.5342 0.5241 0.7483
0.9 61 90 15 166 0.5360 0.5247 0.7497

By setting the initial values as x,(0) = [-3, 317, x,(0) =[0,0,0, 0]7, g(0) = 0.2 and § = 0.8, then the simulation results are
shown in Figs. ] [5] and[f]

Fig.[|illustrates the overall trajectory tracking curves of the UAH/UGV systems (left), in which the blue line is the trajectory
of the UGV and the red line is the trajectory of the UAH. Besides the trajectory curves of the UAH/UGV systems in X and Y
directions are also presented in Fig.[d] (right), respectively. It can be seen that under our proposed control scheme, the UAH can
effectively track the reference trajectory of the UGV. The change of the switching function g(k) (left) and the triggered intervals
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FIGURE 6 Trajectory error curve of the UAH tracking the UGV under the DoS attacks in X -direction and Y -direction.

TABLE 2 The comparisons of three different ETSs and g = 0.8 (Case I)

Type of event-triggered scheme Transmitted packets S, S, Sy
Switching-like ETS (6, = 0.0025, 5, = 0.0049) 158 0.5342  0.5241 0.7483
Case (1) Memory ETS 6, = 9.0025) 175 0.5415 0.5283  0.7565
Conventional ETS (6, = 0.0049) 141 0.5459  0.5377 0.7662
Switching-like ETS (5, = 0.0036, 5, = 0.0064) 144 0.5496  0.5444  0.7736
Case (2) Memory ETS 6, = 9.0036) 142 0.5525 0.5464 0.7770
Conventional ETS (6, = 0.0064) 130 0.5445  0.5533  0.7763

of the ETS (right) are respectively given in Fig.[5] Fig. [6] (left) depicts the trajectory tracking error curve under the DoS attacks
and outside disturbance.

Now, the performance evaluation functions in (54) is used to compare the effects with different § in the switching-like ETS,
which are shown in Table 1. In this table, the METS, CETS and FETS represent the data packets transmitted by memory ETS,
conventional ETS, and fixed threshold ETS, respectively. By increasing f, the number of transmitted packets by memory ETS
becomes larger, while the one by conventional ETS decreases, resulting in an increasing number of data packets triggered by
switching-like ETS, but the control performance is improved. Moreover, from Table 1, it is worth noting that the bettering of
control performance is not necessarily accompanied with the increasing transmitted packets. By setting f = 0.9 as an example,
the main reason is that the erroneous triggers and repeated ones are caused by the memory ETS. This situation should be avoided
by decreasing f for switching to the conventional ETS in the peak or trough phase of the composite signal.

In addition, by keeping the same parameters, some comparisons are presented among the switching-like ETS, conventional
ETS, and memory ETS in two situations. Based on three above ETSs, the transmitted packets and control performance are
illustrated in Table 2. It follows from Table 2 that, as for Case (1), the tracking performance induced by our switching-like ETS
is the best among three ETSs, and the data transmissions remains intermediate between the conventional ETS and memory
ETS. However, in Case (2), it is important to choose the suitable upper bounds of the triggered thresholds 6, and &,. Under
the Theorem 1, a reasonable selection of §; (i = 1,2) can ensure that the memory ETS operates at the peak and trough of the
signal o,(k), while the conventional ETS works at rapid changes of ¢ ,(k), which can help to achieve the desirable performance.
Otherwise, the unsuitable selections ¢, (i = 1,2) lead to the opposite results.
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FIGURE 8 Event-triggering instants of the switching-like ETS and curve of f (k).

TABLE 3 The effects of different f on the switching-like switching-like ETS (Case II)

Transmitted packets

Parameter § METS CETS FETS Total S, S, Sy
3 23 110 10 143 1.2297 1.1832 1.7065
3.5 41 92 12 145 1.2110 1.1666 1.6815
4 74 63 20 157  1.1960 1.1375 1.6506
4.5 99 40 24 163 1.1879 1.1171 1.6306

Case II. In order to further verify the efficiency and superiority of our proposed ETS, an eight curve shape trajectory, in which
a new reference r(k) = [rxz(k), r 2(k)]T is added into the X — Y plane, is proposed as follows

ry, (k) =200 (1 — cos (2k)),
ry, (k) = 100sin (4k) .
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TABLE 4 The comparisons of three different ETSs and f = 3.5 (Case II)

Type of event-triggered scheme Transmitted packets A S, Sy
Switching-like ETS (6, = 0.0025, 6, = 0.0049) 145 1.2110  1.1666  1.6815
Case (3) Memory ETS 6, = 9.0025) 158 1.1638  1.0981 1.6001
Conventional ETS (6, = 0.0049) 133 1.2648 1.1967 1.7412
Switching-like ETS (5, = 0.0036, 6, = 0.0064) 136 1.2631 1.2111  1.7499
Case (4) Memory ETS (6, = 9.0036) 135 1.2182  1.1479 1.6739
Conventional ETS (6, = 0.0064) 122 1.3242 1.2460 1.8183

By setting initial values as x,(0) = [60, —15]T, x,(0) = [50,0,—10, 0], g(0) = 0.1 and § = 3.5, then some simulation results
are displayed in Figs. [6] [7]and [§]

The simulation diagram concerning tracking trajectory results by our switching-like ETS is shown in Fig.[6] and Fig.[7] Fig.
[6] (right) depicts the trajectory error curves of UAH/UGV systems under the DoS attacks and disturbance. Fig. [7] (left) shows
the overall trajectory tracking curves of the UAH/UGV systems, and Fig. [7] (right) represents the trajectory curves in X and Y
direction, respectively. The event-triggering intervals and the switching function g(k) are shown in Fig. [§] respectively. Besides,
the effectiveness of our switching-like ETS in the tracking control can be testified in the Fig.[7]and Fig.[8] Moreover, the effects
of selecting different f are given in Table 3. From Table 3, we choose f = 3.5 to give the following comparison since better
balance between less data transmissions and ideal performance are achieved, which can be shown in Table 4. From Table 4, it
is easy to see that our switching-like ETS can be more effective than the conventional ETS and the memory ETS by choosing
the suitable triggered thresholds &, and §,.

S | CONCLUSIONS

In this paper, an anti-disturbance trajectory tracking control scheme based on the switching-like adaptive ETS for the UAH/UGV
systems with unavailable state, external disturbance, and DoS attacks has been proposed. Firstly, a new type of switching-like
ETS was presented, which could include the conventional ETS and memory ETS switched by a designed switching function, to
maintain desirable control performance and less data transmissions, and effectively restrain the DoS attacks. Secondly, the ACK
concept was pointed out to determine whether the active intervals or the sleep ones occur or not for the DoS attacks. Thirdly,
an appropriate ETS was exploited that the switching-like adaptive ETS could be used for sleep intervals and the fixed trigger-
threshold ETS aimed to tackle active ones. Fourthly, together with the observations and tracking error, an anti-disturbance
tracking controller was designed and an augmented closed-loop system was established. Then, by using Lyapunov stability
theory, a sufficient condition on uniform ultimate bounded stability was derived and a co-design method of checking the exis-
tence of observers, controller, and ETS was presented via a set of LMIs. Finally, some simulations and comparisons have been
presented to illustrate the efficiency and validity of the proposed control scheme.
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